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Figure 1: A storyboard depicting a user employing cLock to input the first two digits (“0” and “4”) of their PIN code. The nickname
“cLock” originates from “circular lock,” with its interface resembling a clock’s appearance. (a) Upon the emergence of the PIN input
interface, the user elevates their hand to a comfortable position. (b) The interface displays two cursors: an elongated blue cursor
controlled by the index finger and a shorter red cursor controlled by the thumb, both rotating simultaneously with wrist movement.
(c) For entering the digit “0”, the user rotates their wrist until either cursor aligns with “0”, then taps the corresponding finger (in this
case, the index finger controlling the blue cursor). (d) Similarly, the user opts to use the thumb-controlled cursor to enter “4”. (e)
After PIN entry completion, the system evaluates authentication success based on both PIN correctness and the unique behavioral
biometrics of the user’s movements.

ABSTRACT

As Virtual Reality (VR) devices become increasingly shared among
users, there is a pressing need for authentication methods that bal-
ance security, usability, and privacy while accommodating VR’s
unique interaction constraints. This paper presents cLock, a novel
single-handed two-factor authentication technique in VR that al-
lows users to enter PINs with multiple cursors on a virtual cir-
cular numpad through wrist rotation and finger tapping. We first
optimized the UI design of cLock by comparing participants’ in-
put performance with different UI parameters. We then extracted
spatiotemporal behavioral features of both fingers and palm during

*Corresponding author. e-mail: yixin@tsinghua.edu.cn

PIN entry, which facilitated cLock’s authentication algorithm. In
the usability evaluation with four input postures, cLock achieved
significantly faster authentication speed than laser and touch-based
baselines, without sacrificing accuracy. Meanwhile, it was most
preferred by participants in terms of privacy, social acceptance and
physical effort. A following evaluation of security demonstrated
that cLock achieved a deciphering rate of only 1/8 of the baselines
against shoulder-surfing within 1m. Even in scenarios of password
leakage, cLock could still achieve an FAR of 2.3% and FRR of
3.2% with 20 registered users. A final 11-day study verified the
longitudinal stability of cLock.

Index Terms: Two-factor Authentication, Behavioral Biometrics,
Gesture Input, Multiple Cursors, Virtual Reality.
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1 INTRODUCTION

As Virtual Reality (VR) technology spreads across various fields,
including gaming, education, and design, the demand for secure,
intuitive, and privacy-focused authentication in VR settings inten-
sifies. This need is particularly pressing as VR devices are increas-
ingly shared among users, such as family members in homes, col-
leagues in workspaces, or students in classrooms [4]. Consequently,
there’s a growing imperative for robust security protocols to ensure
safe device logins, application access, and the safeguarding of sen-
sitive operations (e.g., transactions) [26, 14, 53].

Current VR authentication solutions exhibit certain limitations.
The most widely used approaches are knowledge-based [11, 53,
41], such as entering PINs or graphical patterns used by products
like Meta Quest. However, these methods fall short in security,
particularly when facing issues like multiple users with conflicting
PINs or the risk of PIN leakage. Moreover, explicit input methods
that involve mid-air touch or using controller lasers for keyboard
selections are vulnerable to “shoulder surfing” attacks [10, 13]
and may lead to user fatigue. Otherwise, devices like Microsoft
Hololens and Apple Vision Pro have adopted biometric technolo-
gies, such as iris scanning. However, biometric data is closely
linked with inherent privacy issues and is particularly vulnerable to
data breaches [18, 31]. Once compromised, the irreversible nature
of biometric data leads to persistent security problems.

To address shoulder-surfing and privacy concerns, methods
based on behavioral biometrics have been proposed. These methods
utilize various sensors to collect user behavior data, such as gaze be-
havior [29], hand gestures [54], full-body movements [37, 27], and
interactions with interface elements [36, 44], and apply machine
learning for authentication. However, these methods generally have
much lower accuracy compared to traditional biometrics like finger-
prints or iris scans, with error rates of between 1% and 10%, thus
lacking sufficient security for widespread commercial use. Recent
advancements in two-factor authentication (2FA) have combined
behavioral biometrics with knowledge-based methods to enhance
security [69, 34, 62]. However, existing methods often employ un-
common interactions like eye blink rhythms [69], head movements
[62], and head-eye coordination [68], which can be cumbersome
and difficult to learn and remember, or they rely on hand-held con-
trollers [34]. To our knowledge, there are currently no 2FA methods
that use simple, widely accepted bare-hand interactions.

In this paper, we present cLock, a single-handed 2FA system for
VR environments. As illustrated in Figure 1, cLock enables PIN
entry using wrist rotations to guide cursor movement and finger
taps for selection. By employing a two-cursor approach controlled
by the index finger and thumb, cLock optimizes input efficiency
while minimizing fatigue, simultaneously leveraging hand move-
ment kinematics as a secondary biometric factor.

Through systematic user studies, we identified optimal UI pa-
rameters and developed a comprehensive feature extraction frame-
work capturing finger joint angles, palm orientation vectors, and
spatial positions. Using Random Forest classification with voting
mechanisms, cLock achieves comparable security to 6-digit PIN
systems while using only a 3-digit PIN, demonstrating effective
security-usability balance.

Comprehensive evaluation against commercial authentication
methods reveals cLock’s multi-dimensional advantages: faster lo-
gin speed (3.7s vs. 4.4-7.6s for baselines), robust performance
across different postures, and enhanced user acceptance for privacy
and social contexts. Security assessment demonstrates strong re-
silience against shoulder-surfing attacks (1.6%-3.3% vs. 20%-60%
compromise rates for baselines) and robust protection even when
credentials are fully compromised (97.7% attack rejection). Longi-
tudinal evaluation (11 days) confirms system stability and adapta-
tion over extended usage periods.

The contributions of this paper are three-fold:

• We introduce cLock, a novel 2FA technique combining wrist
rotation and finger tapping for VR authentication, with UI de-
sign iteratively optimized through systematic user studies.

• We incorporate comprehensive hand motion features into
2FA, demonstrating effective user recognition through Ran-
dom Forest classification and adaptive strategies.

• We validate cLock through multi-dimensional evaluation: us-
ability testing across various postures, security assessment
against shoulder-surfing and credential compromise, and lon-
gitudinal study confirming system stability.

2 RELATED WORKS

2.1 VR Authentication Techniques Leveraging Behav-
ioral Biometrics

VR environments often involve sensitive information during user
interactions [11], necessitating robust authentication techniques.
Recent comprehensive surveys [41] have systematically catego-
rized existing XR authentication approaches, with current research
primarily focusing on knowledge-based methods [58, 26] and tra-
ditional biometric features [3, 19].

Behavioral biometrics leverage unique individual traits and are
gaining prominence due to their ubiquity, distinctiveness, and ac-
cessibility [44]. Researchers have explored diverse features includ-
ing head movements [52, 46, 59], blink patterns [69], eye move-
ments [30, 29, 42], dental occlusion [72], footsteps [24], auditory-
pupillary response [70], and spontaneous gestures [39, 35].

Hand movements in VR [44, 36, 27, 28, 38] have attracted par-
ticular attention due to their intricate capabilities and recognition
potential [19]. Researchers have employed hand movements for
authentication during naturalistic tasks like throwing virtual balls
[36, 27, 38] or archery [27].

Current research primarily focuses on behavioral recognition
through trajectories and positions of HMDs and controllers. Some
studies explore controller trajectories exclusively [27, 25, 34],
while most combine features from both headset and controller
[1, 34, 42, 36, 38, 44]. However, intricate hand features like wrist
rotations and finger postures remain under-researched. The only
previous study using hand tracking data from modern HMDs for
user identification [28] achieved inconsistent authentication accu-
racy (30%-95%). To our knowledge, our research is the first to
achieve high authentication security using VR hand-tracking data.

Behavioral biometrics often serve as a secondary factor in two-
factor authentication, such as blinking patterns [69], head move-
ments [62], and hand movements during knowledge-based authen-
tication [34]. Our approach offers a simpler one-handed interaction
technique that requires minimal effort and no additional instruments
while providing enhanced authentication performance.

2.2 Interaction Based on Wrist Movements
The human wrist’s dexterity has inspired extensive research across
various applications. Studies have explored diverse interaction
techniques, including scrolling via wrist deflection [12], enhanc-
ing stroller safety [33], and using wrist rotations as keyboard short-
cuts [6]. These movements, easily detectable by wearable or hand-
held devices, enable efficient single-handed operations, from phone
management through tilting [61] to wristband watches that facilitate
input via wrist rotation [55, 66].

Research has examined wrist mobility across various contexts,
studying comfort, flexibility, and precision with different de-
vices—from handheld phones [57, 47] to smartwatches [66, 55],
rings [17], and wristbands [49]. Mid-air wrist interactions have
been investigated with attention to rotation axis positions [50] and
motor control capabilities [63].

Prior studies have provided valuable insights into wrist move-
ment properties. Rahman et al. [47] identified pronation as the
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most accurate rotation type, noting that pronation/supination could
be limited to 12 discernible levels within a 180° arc. Grandjean et
al. [16] reported natural pronation and supination angles of 65° and
60°, respectively. However, most existing research has been limited
to handheld devices, single cursors, or excluded finger movements
entirely. Our work addresses this gap by comprehensively explor-
ing the comfort range, speed, and precision of wrist movements
combined with multi-finger actions in VR environments.

2.3 Circular Input Interface Design
The pursuit of efficient and intuitive text input methods has driven
research into innovative keyboard layouts, with circular designs
emerging as beneficial solutions for various contexts. These in-
terfaces originated from pen-based computing with Cirrin [32] and
evolved through iterations [8] that enhanced functionality and user
experience. T-cube introduced a word-level pen-based alphabet
enabling concise text input via single-stroke gestures [56], while
touchwheels [45] offered tactile and intuitive interactions.

Circular layouts have particularly flourished on devices with nat-
ural rotational affordances. They gained popularity for text in-
put on circular wearables like smartwatches [15, 64] and have
been adapted for large wall displays [51]. The introduction of
multi-cursor technology, exemplified by COMPASS [64], further
enhanced these interfaces by significantly reducing rotational dis-
tances during typing tasks.

In VR environments, circular interfaces naturally complement
devices with circular motion capabilities, including controllers with
joysticks, circular touchpads, and embedded sensors. The rapMenu
[40] uses palm orientation to quickly indicate a set of menu items
and pinch gestures to select a particular item from that set. Innova-
tive designs like PizzaText [67], Hipad [21], and Ringtext [60] have
also advanced the field. Our research leverages hand tracking tech-
nology to capture rich behavioral data during freehand interactions,
thereby expanding the capabilities and applications of circular in-
terfaces in immersive VR environments.

3 INTERACTION DESIGN OF CLOCK

We developed cLock’s virtual numpad using Unity and deployed
it on the Meta Quest Pro headset, leveraging its built-in hand-
tracking cameras. The system is adaptable to other devices sup-
porting real-time hand tracking, such as Meta Quest 3, Pico 4, Mi-
crosoft Hololens, and Apple Vision Pro.

3.1 Interaction Design
cLock minimizes hand movements for VR PIN entry by focusing on
wrist rotation and finger taps, reducing shoulder, arm, and forearm
fatigue. The interface (Figure 1) features a circular layout with dig-
its 0-9 evenly distributed. Colored cursors resembling clock hands
originate from the center, allowing users to position them through
wrist rotation and select digits via finger taps.

To mitigate slow and tiring wrist movements, we implemented a
multi-cursor approach [64, 22] where each cursor moves simulta-
neously at fixed intervals, controlled by different fingers. Section
4 details our comparative study to optimize cursor numbers, key
densities, and intervals.

3.2 Wrist Rotation to Cursor Movement Mapping
The system leverages the Oculus Integration SDK’s [9] real-time
hand skeletal tracking to compute wrist rotation angles, implement-
ing a direct 1:1 mapping between wrist movements and cursor rota-
tion. Through pilot studies, we identified the comfortable rotation
range for users’ right hand: approximately -80 degrees in supina-
tion (outward rotation) to 140 degrees in pronation (inward rota-
tion), with a median resting position at 30 degrees.

We aligned the circular interface’s digit keys with this median
position to optimize ergonomic comfort, ensuring balanced effort

distribution between pronation and supination movements. The in-
terface further enhances usability by maintaining natural alignment
between finger movement trajectories and cursor directions, facil-
itating intuitive cursor-finger associations. During authentication,
the system registers input by selecting the digit key nearest to the
active cursor when a finger tap is detected.

3.3 Finger Tap Detection
We define finger bending angles as the angle between wrist-to-
finger root and finger root-to-fingertip vectors. Based on our pilot
study, we set tap detection criteria as a finger bend exceeding 10 de-
grees within 0.1 seconds. This threshold mitigates the Heisenberg
effect [5], preventing unintended inputs. To avoid repeat inputs, we
implemented a 0.75-second pause after each cursor trigger.

4 PRELIMINARY STUDY: OPTIMIZING CLOCK’S UI
We conducted a preliminary user study to determine the optimal
digit key and cursor placements for our circular interface, based on
user performance and feedback during input tasks.

4.1 Experiment Design
To simulate actual PIN entry, participants entered multiple pre-
designed 6-digit codes as quickly and accurately as possible. We
employed a within-subjects design with three factors (Figure 2): (1)
Number of Cursors: As shown in Figure 2(a), we experimented
with one cursor (index finger only), two cursors (index finger and
thumb), and three cursors (index, thumb, and middle finger) based
on pilot study findings. (2) Key Density: As shown in Figure 2(b),
we evaluated three levels: high (15 degrees angular width per key),
medium (22.5 degrees), and low (30 degrees). (3) Cursor Inter-
val: As shown in Figure 2(c), we examined three intervals between
cursors: small (2 keys), medium (3 keys), and large (4 keys).

Small (2 Digits) Large (4 Digits)Medium (3 Digits)

High (15° Per Digit） Low (30° Per Digit）Medium (22.5° Per Digit）

1 (Index Finger)

(a) Number of Cursors

(c) Cursor Interval

(b) Key Density

3 (Thumb + Index + Middle)2 (Thumb + Index)

Figure 2: Our experimental platforms under different factors.

To ensure comfortable wrist rotations, we excluded certain com-
binations: low key density with a single cursor (excessive rotation)
and, for three cursors, high key density (high error rates in pilot
study) and large cursor intervals (overly spread cursors).

4.2 Participants and Procedure
Twenty-four participants (15 female, 9 male) aged 20-30 (M = 24.3,
SD = 3.1) were recruited from campus, with average VR experience
of 2.2 years (SD = 1.0). Each received $15 compensation. All
participants provided written informed consent, and all studies were
approved by the university’s ethics committee.
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The experiment began with a 5-minute familiarization period fol-
lowed by the main study, conducted with participants seated in an
armless chair. Participants completed 15 randomized task sessions,
each implementing a unique combination of interface factors and
comprising 10 trials of different 6-digit sequences. The interface
displayed both target digits and real-time user input, providing im-
mediate visual feedback. Participants prioritized both speed and ac-
curacy, continuing to the next digit after any entry errors. Structured
rest intervals between sessions minimized fatigue effects. The 45-
minute protocol concluded with comprehensive evaluation through
quantitative preference questionnaires and semi-structured inter-
views to gather detailed insights into user experience.

4.3 Results
In total, We collected data from 24 participants× 15 conditions×
10 repetitions = 3,600 trials from all participants. For analysis, no
outliers were removed, and repeated measures within each condi-
tion for each participant were averaged.

Given the incomplete factorial design, linear mixed-effects mod-
els (LMMs) were employed using the SPSS MIXED procedure.
Fixed effects included all three factors and their interactions, while
participants were modeled as a random intercept to account for in-
dividual variability. Models were estimated using restricted max-
imum likelihood (REML), and denominator degrees of freedom
were calculated using the Satterthwaite approximation. All depen-
dent variables were confirmed to meet the assumption of normality.

4.3.1 Input Efficiency
Input time, defined as the average duration to input each digit, var-
ied across configurations (Figure 3). Number of Cursors signif-
icantly affected input time (F2,344 = 15.53, p < .001). Post-hoc
comparisons (Bonferroni-corrected) revealed that three-cursor in-
put (M = 1.53s,SE = 0.04) was significantly slower than both one-
cursor (M = 1.35s,SE = 0.04) and two-cursor (M = 1.34s,SE =
0.04) inputs (both p < .001), likely due to additional decision-
making overhead during digit selection. No significant difference
was found between one and two cursors (p = 1.00).

(b)(a)

(b)(a)

Figure 3: Box plots grouped by the Number of Cursors showing Main
effects of (a) Key Density and (b) Cursor Interval on the input time.

No significant main effects were found for Key Density or Cur-
sor Interval, and no significant interactions were observed between
any of the three factors.

4.3.2 Input Errors
The input error rate, defined as the proportion of incorrectly entered
digits, varied across interface configurations (Figure 4). Number
of Cursors had a significant main effect on error rate (F2,344 =
4.54, p < .05). Post hoc comparisons (Bonferroni-corrected) in-
dicated that the error rate in the three-cursor condition (M =
12.5%,SE = 2.3%) was significantly higher than in the two-cursor
condition (M = 6.9%,SE = 2.0%; p < .01).

Neither Key Density nor Cursor Interval had a significant ef-
fect on error rate, and no significant interaction effects were ob-
served among the three factors.

(b)(a)

(b)(a)

Figure 4: Box plots grouped by the Number of Cursors showing Main
effects of (a) Key Density and (b) Cursor Interval on the input errors.

4.3.3 User Preference
Qualitative feedback indicated clear preferences across interface
parameters (Figure 5). The dual-cursor configuration was preferred
(79.2%), as it balanced input efficiency with comfort. While par-
ticipants noted the index finger’s superior dexterity compared to the
thumb, they reported that using a single cursor led to excessive wrist
rotation and fatigue. Three cursors were deemed less favorable due
to increased cognitive load in cursor-finger mapping.

Figure 5: User Preferences for three factors.

Medium key density emerged as optimal (75.0% preference),
with participants reporting that higher density risked misclicks
while lower density demanded fatiguing wrist movements. The
medium cursor interval, while preferred (54.2%), showed less deci-
sive consensus, with participants indicating it had minimal impact
on overall user experience compared to the other two parameters.

4.4 Discussion and Design Decisions
Our experimental results demonstrate that a two-cursor design ef-
fectively reduces wrist rotation without complicating interaction,
thereby decreasing user fatigue and errors compared to a single cur-
sor. Participants found using the index finger and thumb intuitive
and simple, while three cursors notably increased input time and
errors without improving user experience.

Based on both user preferences and performance data, the inter-
face with two cursors, medium key density, and medium cursor
interval was selected as the final design. We also incorporated en-
hanced visual elements based on user feedback (Figure 6): (1) Re-
aligned digit placement for optimal ergonomics; (2) Varied cursor
lengths to match natural finger proportions and reduce confusion
between cursors; and (3) A gradient color scheme for digit keys
that highlights both the selected key and its neighbor when cursor
alignment is imprecise, signaling potential mis-tap risks.

(a) Prototype (b) Improved Interface Design

Figure 6: (a) the circular interface utilized in the preliminary study. (b)
finalized interface of cLock.
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5 TWO-FACTOR AUTHENTICATION ALGORITHM OF CLOCK

5.1 Algorithm Design
cLock’s authentication process, similar to traditional methods [69,
65], consists of registration and login phases. During registra-
tion, users enter a chosen PIN multiple times, capturing both the
knowledge-based PIN and the associated hand motion pattern. At
login, cLock employs dual-layered authentication, verifying both
PIN correctness and the hand movement’s biometric pattern. Fig-
ure 7 illustrates cLock’s authentication algorithm.

Time Series

LoginRegistration

Tap Feature × LSegmentation

Rotation Feature × (L-1)

Identity

Confidence

Feature
Extraction

Tap
Classifier

Rotation
Classifier

Voting
Mechanism

PIN Match

Biometric Match

✔️  Authentication  ❌

PIN

Augmentation

Identity

Confidence2. Preprocessing

3. Biometric Identification

4. Authentication

PIN

1. User Interface 
and Data CollectionRegistration Data

Login Data
Both Data

Identity

Reference Set

Figure 7: Authentication algorithm design of cLock.

5.2 Segmentation of Time Series Data
For a PIN of length L, cLock captures L finger taps and L−1 wrist
rotations. Recognizing their distinct motion characteristics, we seg-
ment the time series into Tap and Rotation Segments. Based on
statistics of preliminary study data, a Tap Segment comprises 50
frames (approximately 0.7 seconds) centered on each tap, while the
L−1 Rotation Segments are identified in the intervals between taps.

We extracted features from raw hand skeleton data via real-
time tracking for both segment types. Local coordinates relative
to the Head-Mounted Display (HMD) were calculated by subtract-
ing global coordinates from the HMD’s, minimizing the effect of
user positioning [27].

5.3 Feature Extraction
Based on observations from the preliminary study and prior re-
search on hand-tracking for identity recognition [28, 44], we iden-
tified the following features characterizing hand movements during
PIN input: (1) F0: Finger Bending Angles. Each finger comprises
four skeletal points: proximal phalange (F1), intermediate phalange
(F2), distal phalange (F3), and fingertip (Ft ). Including the wrist
position (W ), finger bending is described by three angles: ̸ WF1F2,
̸ F1F2F3, and ̸ F2F3Ft . F0 encompasses 15 dimensions across all
five fingers. (2) F1: Palm Posture. We use the Forward and Up-
wards vectors of the palm to represent palm orientation, resulting in
six dimensions (x,y,z) for each vector. (3) F2: Palm Position. The
palm position is described using the wrist’s coordinates relative to
the HMD, comprising three dimensions (x,y,z).

For each segment, we sample every 5th frame from 50, using
11-frame hand tracking data. We calculate F0, F1, and F2 for these
subsequences, along with their first-order and second-order tempo-
ral differences. We then derive statistical measures (mean, median,
minimum, maximum, and standard deviation) for each feature [44],
resulting in (15+ 6+ 3)× 3× 5 = 360 dimensions per tap and ro-
tation feature.

5.4 User Identity Classifier Selection
Given that authentication scenarios inherently involve small-sample
learning due to limited user registration data, and that high-
parameter deep learning models are often unsuitable for such set-
tings [2], we evaluated six classic machine learning algorithms

commonly used in behavioral biometric classification [27, 42,
59]: Random Forests (RF), Naive Bayes (NB), Logistic Regres-
sion (LR), Support Vector Machine (SVM), K-Nearest Neighbors
(KNN), and Stochastic Gradient Descent (SGD). All classifiers
used scikit-learn with default hyperparameters for reproducibility
and fair comparison.

(a) Tap Classifier (b) Rotation Classifier

Figure 8: Classification accuracy of user identity across different
methods as the number of training trials T varies. (a) for Tap Classi-
fier. (b) for Rotation Classifier.

We used data from a preliminary study involving 24 participants,
each completing 10 input trials using the optimal interface config-
uration. Each classifier was tasked with a 24-way classification
problem to distinguish individual participants based on their unique
behavioral patterns. Using a fixed train-test split (first 8 trials for
potential training, last 2 for testing), we evaluated performance by
incrementally increasing training trials (T ) from 1 to 8 for separate
Tap and Rotation Classifiers.

Figure 8 shows classification accuracy results. Random Forest
consistently outperformed other methods across all training sizes
for both classifiers, reaching 97.6% tap classification accuracy and
98.3% rotation accuracy at T =8. We selected Random Forest for
our final model due to its superior performance with our complex,
multi-dimensional feature space.

5.5 Voting Mechanism for Rejecting Imposters

To enhance security, we implemented a voting mechanism com-
bining outputs from both tap and rotation classifiers. For a PIN
of length L, our system generates L tap and L − 1 rotation seg-
ments during login. After feature extraction, each segment is in-
dependently classified, producing identity predictions and confi-
dence scores. These predictions are aggregated to determine: (1)
Elected Identity (Ielect ): The identity with the highest occurrence,
and (2) Elected Confidence Score (CSelect ): The average confi-
dence scores of the Ielect .

For tied frequencies, we select the identity with the highest
CSelect . To guard against imposters, we introduced a Confidence
Score Threshold (T hresholdCS). Let Iclaim represent the user-
claimed identity during login. The system accepts the behavioral
biometric only when:

{
CSelect > T hresholdCS
Ielect = Iclaim

(1)

We evaluated threshold impact through 24-fold validation us-
ing preliminary study data, treating each participant as an imposter
once while considering others as registered users. Figure 9 shows
how classification accuracy varies with different threshold settings.
As the threshold increases from 0 to 1, false acceptance decreases
to 0, while false rejection increases to 1. Balancing these factors,
we set T hresholdCS to 0.5, optimizing recognition precision while
minimizing erroneous rejections.
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Figure 9: Classification accuracy for registered users and impostors
when Confidence Score Threshold (T hresholdCS) changes. The error
bar denotes a standard error.

5.6 Determining PIN Length and Number of Registra-
tions

We systematically investigated the relationship between PIN length
(L), registration attempts (T ), and system performance. Follow-
ing the methodology in Section 5.4, we evaluated classifier per-
formance through incremental increases in T (1 to 8), analyzing
authentication accuracy for varying PIN lengths using the initial L
digits of each entry (Figure 10).

(a) Mean classification accuracy 
for registered users

(b) Mean classification accuracy 
for impostors

Figure 10: Mean classification accuracy trends across different num-
bers of registration attempts for registered users (a) and impostors
(b), respectively, with various PIN lengths.

ANOVA analysis revealed optimal performance with a 3-digit
PIN and six registration attempts, achieving 95.8% user identifica-
tion accuracy and 93.1% impostor detection rate. Notably, neither
extending PIN length to 6 digits nor increasing registration attempts
to 10 yielded significant improvements.

This evidence guided cLock’s final design: a 3-digit PIN with
six registrations. While shorter than conventional PINs, this con-
figuration leverages rich behavioral biometrics from three taps and
two rotations to maintain security while optimizing efficiency. This
approach aligns with emerging trends in 2FA, where systems like
Blinkey [69], Squeez’In [65], and RubikBiom [34] employ sim-
ilarly condensed credentials (3-4 items) while ensuring security
through secondary biometric factors.

5.7 Adaptive Learning Strategy
To accommodate natural variations in user behavior over time,
cLock implements an adaptive learning strategy [43, 7]. The sys-
tem periodically retrains its authentication model using newly col-
lected behavioral data from legitimate login attempts, progressively
refining each user’s profile. These updates can be scheduled during
device idle periods to minimize computational overhead. and user
disruption.

6 USABILITY EVALUATION

This section evaluates cLock’s usability in real authentication tasks,
comparing it with widely used authentication methods.

6.1 Experiment Design
We employed a within-subjects design to analyze usability dif-
ferences across various authentication methods. Our proposed
method, cLock (mirrored for left-handed users), was compared
against four common barehanded authentication techniques (Figure
11): (1) Laser PIN: Standard numeric keypad using laser-pointing
with pinch confirmation. (2) Laser Pattern: Nine-dot pattern using
laser-pointing with pinch confirmation. (3) Touch PIN: Standard
numeric keypad using mid-air finger touch. (4) Touch Pattern:
Nine-dot pattern using mid-air finger touch.

Left-hand 
Version

(a) cLock

Right-hand 
Version

(b) Laser PIN (c) Laser Pattern (d) Touch PIN (e) Touch Pattern

Figure 11: User interface of the five authentication techniques.

The experiment consisted of registration and authentication
phases. During registration, seated participants established their
credentials through a controlled procedure. Following optimal
configuration (Section 5.6), cLock participants entered a 3-digit
PIN six times, while baseline methods used a traditional single-
factor approach requiring a 6-digit PIN with two confirmatory en-
tries. This PIN length difference reflects each system’s security
paradigm: baseline methods rely on longer PINs for entropy against
brute-force attacks, while cLock maintains equivalent security with
shorter PINs through behavioral biometric validation. To ensure
robustness, sequential or repetitive patterns were prohibited, with
failed pattern matching requiring re-registration. Registration data
trained the authentication models.

The authentication phase evaluated performance through three
login attempts per participant with real-time feedback. To assess
cLock’s versatility, we examined performance across four scenar-
ios: Seated (without armrests), Standing, Reclining, and Walk-
ing—reflecting common VR interaction contexts. Baseline meth-
ods were evaluated only in the seated position, identified by prior
research as the optimal VR posture [71].

6.2 Participants and Apparatus
We recruited 20 new participants (13 male, 7 female; age: M =
23.6, SD = 2.3) from our campus, including both right-handed (12;
7 male, 5 female) and left-handed (8; 6 male, 2 female) individuals.
Their average VR usage experience was 1.8 years (SD = 0.7), and
each received $15 compensation.

The experimental setup utilized a Meta Quest Pro headset con-
nected to an ASUS laptop (Windows 11, Intel i9-12900H CPU, 32.0
GB RAM, NVIDIA GeForce RTX 3080 Ti GPU), with all computa-
tions performed on the laptop and streamed to the VR headset. The
system architecture included Unity-based virtual environment ren-
dering and hand gesture detection, and Python-implemented motion
feature preprocessing, model training, and inference.

6.3 Procedure
To mitigate learning bias, we began with a 10-minute training ses-
sion. Participants then engaged in five randomized sessions: one
for cLock (encompassing all four postures) and one for each base-
line method. The cLock session was divided into four random-
ized blocks corresponding to four postures. Each session consisted
of registration and login phases, conducted using the participant’s
dominant hand, with short breaks between sessions.

After completing all sessions, participants completed a 7-point
Likert-scale questionnaire assessing six dimensions: Privacy Pro-
tection, Social Acceptance, Physical Effortlessness, Mental Effort-
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lessness, Ease of Learning, and Overall Satisfaction. Brief follow-
up interviews gathered qualitative feedback on each method’s
strengths and weaknesses, providing deeper insights into user ex-
perience. The entire study lasted approximately 60 minutes.

6.4 Results
To address the unbalanced experimental design (baseline meth-
ods tested only in seated posture while cLock evaluated across
four postures), we employed a two-stage analysis approach. First,
we compared cLock’s seated performance with baseline methods
for fair comparison. Second, we analyzed cLock’s performance
across different postures to evaluate its robustness. For analy-
sis, no outliers were removed, and repeated measures within each
condition for each participant were averaged. After confirming
that all dependent variables met the assumption of normality, we
conducted repeated-measures ANOVA (RM-ANOVA) for statis-
tical tests and performed post hoc pairwise comparisons using
Bonferroni-corrected paired t-tests. The Friedman test was used
for analyzing non-parametric questionnaire data.

6.4.1 Authentication Method Comparison
Registration and Login Time: Figure 12(a) and (b) show signif-
icant differences in registration (F4,76 = 4.2, p < .005) and login
time (F4,76 = 22.7, p < .001) across methods.

(a) Registration Time (b) Login Time (c) Login Success Rate

Figure 12: Average (a) registration time, (b) login time, and (c) login
success rate for different authentication methods in seated posture.
Error bars show standard error.

For registration time, cLock had the highest duration (M =
24.5s,SE = 1.6), significantly slower than Touch Pattern (M =
16.1s,SE = 1.6, p < .05), but comparable to the other three meth-
ods (M = 17.7s− 23.3s,SE = 1.5− 2.4). This longer registration
reflects the six-trial enrollment process required for robust behav-
ioral biometric training (Section 5.6). Given registration’s one-time
nature, this minimally impacts overall user experience.

For login time, cLock (M = 3.7s,SE = 0.32) significantly out-
performed three baseline methods: Laser PIN (M = 6.8s,SE =
0.31, p < .001), Laser Pattern (M = 7.6s,SE = 0.45, p < .001),
and Touch PIN (M = 5.5s,SE = 0.34, p < .05), while achieving
comparable speed to Touch Pattern (M = 4.4s,SE = 0.25, p = .85).

Authentication Success Rate: Figure 12(c) presents overall
login success rates with significant differences across methods
(F4,76 = 6.2, p < .001). Note that for cLock, login failures include
both input errors and false rejections from biometric verification,
while baseline methods’ failures stem solely from input errors.

cLock achieved a success rate of M = 90.2% (SE =
2.3%), which was significantly lower than Touch Pattern (M =
95.0%,SE = 2.0%, p < .05) but statistically comparable to Laser
PIN (M = 85.0%,SE = 1.6%), Laser Pattern (M = 87.6%,SE =
1.7%), and Touch PIN (M = 92.2%,SE = 2.4%) (all p > .05).

6.4.2 cLock Posture Robustness Analysis
Login Time Across Postures: Figure 13(a) shows that postures
significantly impacted cLock’s login time (F3,57 = 3.4, p < .05).
cLock performed consistently across static postures—Seated (M =
3.7s,SE = 0.32), Standing (M = 3.9s,SE = 0.35), and Reclining

(M = 4.2s,SE = 0.53)—with no significant differences between
them (all p > .05). Only Walking showed significantly increased
duration (M = 6.2s,SE = 0.75) compared to Seated and Standing
(both p < .05), likely due to motion-induced instability affecting
precise hand movements.

(c) FRR(b) Login Success Rate(c) Login Time

Figure 13: cLock posture robustness evaluation. cLock’s (a) login
time, (b) login success rate, and (c) False Rejection Rate (FRR)
across four different postures. Error bars show standard error.

Authentication Success Across Postures: Figure 13(b) demon-
strates that postures significantly affected cLock’s login success
rate (F3,57 = 3.8, p < .05). Static postures maintained high suc-
cess rates: Seated (M = 90.2%,SE = 2.3%), Standing (M =
84.4%,SE = 3.5%), and Reclining (M = 86.5%,SE = 3.3%)
showed no significant differences (all p > .05). However, Walk-
ing exhibited significantly lower success (M = 75.2%,SE = 5.9%)
compared to Seated (p < .05) and Reclining (p < .05).

False Rejection Rate Analysis: To isolate biometric au-
thentication performance, we analyzed the False Rejection Rate
(FRR)—the rate at which valid login attempts are incorrectly re-
jected by the behavioral biometric system. Figure 13(c) reveals sig-
nificant differences in FRR across postures (F3,57 = 10.0, p< .001).
Static postures maintained low and comparable FRRs: Seated
(M = 3.2%,SE = 0.9%), Standing (M = 4.2%,SE = 0.8%), and
Reclining (M = 4.4%,SE = 0.9%) showed no significant differ-
ences (all p > .05). Only Walking exhibited significantly higher
FRR (M = 12.2%,SE = 1.4%, p < .001 for all pairwise compar-
isons), indicating that motion-induced finger tremors introduce be-
havioral variability that challenges biometric recognition.

6.4.3 Subjective Ratings

As shown in Figure 14, cLock outperformed other methods in Pri-
vacy Protection (Q(4) = 57.4, p < .001). Its rating (M = 6.1,SE =
0.23) was comparable to Laser PIN (M = 5.1,SE = 0.32, p =
0.1) but significantly higher than other three methods (p < .05 to
p < .001). 90% of participants deemed cLock safest, citing its
minimal movements, complex gestures, and two-factor authenti-
cation. For Social Acceptance (Q(4) = 17.1, p = .002), cLock
(M = 5.8,SE = 0.21) scored significantly higher than all other
methods (M = 4.4−4.6,SE = 0.22−0.27, all p < .05), with 75%
of participants preferring it due to shorter PINs and subtler move-
ments, especially in public settings.

*
******

*
*** *

* *
******

Figure 14: Subjective ratings of different techniques (1: extremely
negative; 7: extremely positive). The error bar shows standard error.
The significant differences (*, ***) were from post-hoc analysis.
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In Physical Effortlessness (Q(4) = 4.22, p < .05), cLock (M =
5.7,SE = 0.31) matched pattern-based methods but surpassed PIN-
based ones (both p < .05), with 55% of participants noting its mini-
mal arm movements reduced fatigue. Mental Effortlessness showed
no significant differences (p = 0.6), though cLock scored lowest
(M = 4.5,SE = 0.42), with 25% of participants noting initial chal-
lenges with cursor alignment due to unfamiliarity.

Ease of Learning varied significantly (Q(4) = 27.7, p < .001),
with cLock (M = 5.0,SE = 0.43) matching Laser PIN but scoring
lower than other methods, reflecting its novel interaction paradigm.
However, performance metrics suggest high usability once mas-
tered, with 60% of users indicating cLock becomes easy to use af-
ter practice. Overall Satisfaction showed no significant differences
(Q(4) = 2.4, p = 0.06) across methods, with cLock (M = 5.1,SE =
0.40) demonstrating marginally higher satisfaction than laser-based
methods but slightly lower than touch-based approaches, poten-
tially due to users’ greater familiarity with touch interactions from
everyday touchscreen devices.

7 SECURITY EVALUATION

We conducted a further investigation focused on the security of
cLock, testing its resilience to attacks in practical usage scenarios.

7.1 Threat Models

To validate true two-factor authentication, we evaluate each authen-
tication factor independently: knowledge factor security through
shoulder-surfing resistance [48, 10], and biometric factor capability
through credential-aware attack scenarios [69, 65].

Shoulder-Surfing Attack Model: In VR environments, virtual
interface elements are invisible to external observers—attackers can
only observe users’ physical hand movements and gestures. Our
threat model considers external observers who watch physical in-
teractions during authentication, particularly relevant as VR/AR de-
vices are increasingly used in public spaces [41].

Credential-Aware Attack Model: This examines worst-case
scenarios where attackers possess complete knowledge of PINs and
input gestures. Attackers attempt to replicate legitimate users’ mo-
tions with known credentials, evaluating whether behavioral bio-
metrics alone can reject unauthorized access when the knowledge
factor is fully compromised.

7.2 Participants and Procedure

We recruited 20 new participants (9 males, 11 females; average age
= 23.1 years, SD = 3.4 years) from our campus with average VR
experience of 2.1 years (SD = 1.2 years). Each received $10 base
compensation plus a performance bonus of up to $7 based on suc-
cess in thwarting shoulder-surfing attempts.

After a 10-minute training session, randomly paired participants
took turns registering their PINs privately, with this data training
the authentication models. The experiment included three blocks
simulating observation distances of 1m, 2m, and 4m, representing
realistic scenarios. Each block contained five randomized sessions
(one per authentication method) to mitigate order effects. While
one participant performed three login entries per method and dis-
tance in a seated position, their partner acted as an attacker observ-
ing the input process. Following each distance block, we conducted
credential-aware attack phases where attackers attempted to mimic
legitimate users’ behavior with known PIN codes, simulating com-
plete information leakage and testing the system’s ability to reject
unauthorized access based solely on behavioral biometrics. Partic-
ipants switched roles after completing all blocks, with the entire
procedure lasting approximately 80 minutes.

7.3 Results
7.3.1 Shoulder-Surfing Attacks
We assessed two key metrics: digit-wise guess accuracy (probabil-
ity of correctly guessing individual digits) and entire entry guess
accuracy (likelihood of guessing the complete PIN correctly). Fig-
ure 15 illustrates attackers’ accuracy rates, demonstrating cLock’s
strong resistance to shoulder-surfing.

Figure 15: Digit-wise Guess Accuracy (left) and Entire Entry Guess
Accuracy (right) for cLock and other comparison methods.

cLock’s digit-wise guess accuracy remained consistently low
across all distances (18.0%, 16.4%, and 15.8%), only slightly above
the 10% random guess probability, indicating robust security even
at close proximity. The entire entry guess accuracy was minimal at
1.6% for 2m and 4m distances, and only 3.3% at 1m.

In contrast, baseline methods showed significantly higher vul-
nerability, with accuracy increasing at closer distances. At one me-
ter, pattern-based methods exceeded 80% digit-wise guess accu-
racy, while PIN-based methods approached 60%. For entire entry
guesses at 1m, touch-based methods exhibited deciphering rates up
to 60%, and pinch-based methods surpassed 20%. These results
demonstrate that despite cLock’s shorter three-digit PIN, inferring
the code remains challenging, whereas even six-digit codes in base-
line methods provide inadequate protection.

Participant feedback highlighted that cLock’s lack of spatial ref-
erences, variable gesture details, small motion amplitude, and dual-
cursor design effectively mask visual cues that could facilitate in-
put inference. Unlike traditional two-dimensional input interfaces,
cLock’s innovative design significantly enhances defense against
shoulder-surfing attacks.

7.3.2 Credential-Aware Attacks
For fair evaluation in credential-aware attacks, we compared cLock
with biometrically enhanced baseline methods by applying cLock’s
behavioral biometric features and algorithm to all methods. This
enabled direct comparison between cLock’s 3-digit PIN and the 6-
digit PIN/pattern baselines. We calculated False Acceptance Rates
(FAR, the rate of incorrectly accepted illegitimate samples) and
False Rejection Rates as the number of registered users increased.

Figure 16: False Rejection Rate (left) and False Acceptance Rate
(right) across biometrically enhanced authentication methods.

Figure 16 illustrates variations in FRR and FAR across au-
thentication methods. cLock maintained a consistently low FRR
of 3.2% even with 20 registered users, while baseline methods
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showed marked increases (7.3% to 22.4%), which would signifi-
cantly impair user experience through erroneous rejections. Simi-
larly, cLock’s FAR remained low at 2.3% with 20 registered users,
while baseline methods showed higher rates (5.6% to 15.6%). This
superior performance stems from cLock’s utilization of rich tem-
poral and spatial features from wrist rotations and finger taps that
are more individually distinctive than the simpler hand movements
used in baseline methods.

8 VALIDATION OF LONGITUDINAL STABILITY

While our previous studies demonstrated cLock’s fundamental us-
ability and security, behavioral biometric authentication requires
consistent user patterns over time. We conducted an 11-day lon-
gitudinal investigation following methodological approaches from
prior research [65, 23, 38].

We recruited 15 new participants (10 male, 5 female; mean age
= 23.5 years, SD = 2.2) who registered unique 3-digit PINs on Day
0 and completed experimental sessions on Days 0, 2, 4, 6, 8, and
10, each comprising 24 login attempts (10 legitimate, 14 impostor).
After each session, the authentication model updated using newly
collected legitimate data through our adaptive learning strategy.

Figure 17: False Rejection Rate (FRR) and False Acceptance Rate
(FAR) trends across 2, 5, and 10 logins per day over 11 days.

By controlling the number of daily login attempts used for model
adaptation, we analyzed how authentication performance scaled
with usage frequency. The False Rejection Rate (FRR) followed a
characteristic pattern (Figure 17): initially rising to 40-50% on Day
2, then steadily declining as participants continued using the sys-
tem. With ten daily logins, FRR reached zero by Day 6; even with
minimal engagement (two attempts daily), it converged to zero by
Day 10. This initial performance degradation reflects the adaptation
period during which users’ behavioral patterns stabilize [38].

The False Acceptance Rate (FAR) remained consistently low
throughout the study, with only a brief elevation to 4.80% on Day 2
under the two-login condition before quickly decreasing. From Day
6 onward, conditions with 5-10 daily logins achieved zero false ac-
ceptances, which demonstrates the stable security of cLock.

9 DISCUSSION

9.1 Usability of cLock
cLock introduces an ergonomic interaction paradigm that leverages
the natural synergy between wrist rotation and finger tapping, with
users highlighting its enhanced privacy protection and social ac-
ceptance. This approach neatly combines PIN entry with behav-
ioral biometrics, simultaneously triggering two authentication fac-
tors while enhancing both user comfort and security.

While existing two-factor systems require deliberate security
gestures such as specific blink patterns [69] or head movements
[20], cLock achieves enhanced security through natural bare-hand
movements with proven posture-resilient stability. Our system de-
livers faster authentication (3.7s versus 4.4-7.6s baseline, see Sec-
tion 6.4.1) and comparable authentication success rates, though we
acknowledge this advantage partly stems from shorter PIN length
(3-digit vs. 6-digit for baselines). This demonstrates how a second

security factor can be seamlessly integrated into natural interactions
rather than imposed as additional tasks.

Despite the above advantages, cLock does present learning chal-
lenges. Users reported significantly lower ease-of-learning scores
compared to all baseline methods and relatively poor subjective
mental effort due to cursor mapping and alignment requirements.
The novel interaction paradigm requires initial familiarization that
traditional PIN/pattern methods do not, representing a trade-off be-
tween enhanced security and immediate usability.

9.2 Security of cLock
Unlike traditional VR interfaces that rely on visible spatial relation-
ships between hand positions and UI elements, cLock’s single-hand
interaction inherently resists observation attacks. The combination
of wrist rotation with dual-cursor input creates a spatially ambigu-
ous interaction pattern, achieving remarkably low PIN deciphering
rates (1.6-3.3% versus 20%-60% baseline, see Section 7.3.1) with-
out requiring interface complexity (e.g., randomized input layouts).

cLock’s hand interaction fully exploits the wrist, finger, and
palm’s movement capabilities, generating rich motion features that
serve as distinctive and reliable behavioral biometrics. When we
applied identical biometric algorithms to all methods, cLock’s rich
hand motion patterns provided superior biometric discriminabil-
ity compared to simpler baseline interactions, maintaining signif-
icantly lower FAR and FRR (see Section 7.3.2). cLock’s accuracy
also exceeds many existing VR behavioral biometric systems that
typically achieve 90%-95% classification accuracy [1, 25, 27, 36].

10 LIMITATIONS AND FUTURE WORKS

While our study demonstrates cLock’s potential, key limitations re-
main. First, our two-factor authentication relies on temporally en-
tangled data—behavioral biometrics are extracted during PIN entry
rather than as independent verification. Future work could decouple
these factors (e.g., requiring a separate biometric gesture post-PIN)
for true independence. Second, our evaluation methodology favors
cLock: it uses shorter PINs with richer motion data, while base-
lines weren’t designed for biometric enhancement. Future studies
should benchmark against behavioral-biometrics-native authentica-
tion methods rather than adapted traditional approaches.

The practical deployment of cLock faces real-world challenges
not fully addressed in our controlled experiments. Future work
must investigate: (1) performance across diverse user populations
beyond our 20-30 age group, including users with motor impair-
ments or varying hand sizes; (2) longitudinal adoption patterns and
learning curves in everyday VR usage; (3) integration with existing
VR platforms and applications; and (4) resilience against sophis-
ticated attacks like replay attacks or adversarial mimicry. Addi-
tionally, theoretical analysis quantifying the security entropy con-
tribution of behavioral biometrics would complement our empirical
validation and guide optimization for commercial deployment.

11 CONCLUSION

This paper presents cLock, a novel two-factor authentication mech-
anism for VR environments. By combining wrist rotation and
finger taps with spatio-temporal hand movement analysis, cLock
achieves a unique balance between security and usability. Our stud-
ies demonstrate cLock’s optimized UI design, robust performance
across various postures, strong resistance to both shoulder-surfing
and credential-aware attacks, and enduring stability for real-world
deployment. These contributions advance the field of VR authen-
tication and provide insights for designing secure and user-centric
interaction techniques in immersive environments.
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