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Abstract

Consumer mixed reality (MR) headsets seamlessly blend vir-
tual content into physical environments with sufficient fidelity
that users may be unable to distinguish virtual objects from
physical ones. We identify this virtual-physical discrimination
vulnerability as an exploitable security primitive. Through
speculative design workshops with 12 experts from cybersecu-
rity and MR/HCI, we develop a taxonomy of virtual-physical
confusion attacks and implement four proof-of-concept at-
tacks on Apple Vision Pro, evaluating them with 26 partici-
pants in realistic MR tasks. All four attacks altered user behav-
ior, with success rates ranging from 85% to 100%, producing
misdirected interactions, misjudged object identities, biased
purchasing decisions, and altered navigation paths. Notably,
the most successful attacks were also the hardest to detect ac-
cording to participants’ subjective ratings. Even participants
who recognized virtual content still complied behaviorally,
and no participant attributed anomalous events to adversarial
causes. We propose platform-level provenance, interaction
gating, and user education as countermeasures.

1 Introduction

Mixed reality (MR) systems merge virtual content with the
physical world, enabling users to interact with digital objects
situated in their real surroundings. Consumer devices such
as Apple Vision Pro and Meta Quest 3 now achieve high
visual fidelity through advanced rendering, real-time envi-
ronment understanding, and precise spatial anchoring [25],
underpinning a growing ecosystem of task-assistance applica-
tions where virtual content blends seamlessly into physical
environments [4, 50, 55].
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This seamless blending introduces a fundamental percep-
tual challenge [16, 28]. When virtual objects are rendered
with sufficient realism and contextual consistency, users can-
not reliably determine which objects are physically present
and which are digitally generated. In non-adversarial settings,
users have already sat on virtual chairs without physical ver-
ification [59], misattributed virtual objects as real at rates
approaching 20% [6], diverged behaviorally when navigat-
ing holographic versus physical obstacles [14], and expressed
concern about their inability to distinguish real hazards from
virtual ones [32]. These observations align with models of per-
ceptual illusion maintenance through multisensory integration
and predictive processing [10,20,57], and with analyses sug-
gesting that remaining discrimination cues will progressively
erode as rendering advances [28,39].

We argue that this growing inability to discriminate vir-
tual from physical content constitutes a virtual-physical
discrimination vulnerability that adversaries can system-
atically exploit. Prior XR security research has examined
environment-level manipulations in VR [11,63], platform Ul
vulnerabilities [12, 38], shared-state poisoning [49], multi-
sensory perceptual manipulation [13], and XR-specific dark
patterns [22,27]. However, none systematically investigates
how attackers can exploit virtual-physical confusion at the
object level in MR to cause users to misjudge whether specific
objects are real and act on those misjudgments with physical-
world consequences. We address this gap by investigating
virtual-physical confusion attacks, in which adversaries in-
ject or overlay deceptive virtual content that users mistake for
physical reality or misinterpret as genuine attributes of real
objects. Two research questions guide our work:

* RQ1: What is the design space of attacks exploiting
virtual-physical discrimination vulnerability, and how
can these attacks be systematically categorized?

* RQ2: What are the effects of these attacks on users’
perception, cognition, and behavior, and how do users
react when subjected to such attacks?



We adopt a two-phase approach. To address RQ1, we con-
ducted three speculative design workshops with 12 experts
from cybersecurity and MR/HCI, deriving from 36 gener-
ated scenarios a taxonomy of two attack classes (Injection
and Overlay) with four subtypes that capture distinct mech-
anisms of virtual-physical deception. To address RQ2, we
implemented four proof-of-concept attacks on Apple Vision
Pro using standard platform APIs, each instantiating one sub-
type within a realistic MR task, and evaluated them with 26
participants through behavioral observation, questionnaires,
and semi-structured interviews.

All four attacks altered user behavior at 85-100% success
rates. The most successful attacks were also the hardest to
detect, leaving no internal signal to trigger suspicion. Even
when participants recognized virtual overlays as artificial, the
overlays’ influence on perceived object types persisted, and
obvious fakes created protective blind spots. Detection did not
prevent compliance: 88% detoured around virtual obstacles
they recognized as non-physical, and those who identified
product overlays as virtual still used them as decision crite-
ria. No participant attributed anomalous events to adversarial
causes. Our contributions are:

e We formalize virtual-physical discrimination vulnera-
bility as an exploitable security primitive and present a
four-subtype attack taxonomy grounded in expert specu-
lative design workshops.

We implement and empirically evaluate four proof-of-
concept attacks on a consumer MR platform, demon-
strating feasibility and behavioral impact through a con-
trolled study with 26 participants.

L]

We characterize users’ discrimination strategies, identify
cognitive mechanisms through which attacks succeed
even when detected, and propose countermeasures span-
ning platform-level provenance, interaction gating, and
user education.

2 Related Work

2.1 Perceptual Manipulation Attacks in XR

Extended reality platforms introduce attack surfaces absent
from traditional computing [2,21]. Prior attacks operate at
three levels. At the environment level, the Human Joystick
attack exploited unprotected VR safety configurations to steer
users to attacker-designated locations [11], and the Incep-
tion attack replicated an entire VR interface as a man-in-the-
middle layer [63]. At the system interface level, AR/MR plat-
forms permit synthetic input without provenance [12], shared-
state frameworks are vulnerable to remote hologram injec-
tion [49], and WebXR ecosystems are susceptible to cursor-
jacking [33, 38]. Defensive approaches span platform out-
put policies [31], per-object access control [44], provenance-

based auditing [48], and VLM-based manipulation detec-
tion [61,62]. Table | provides a structured comparison across
dimensions relevant to our contribution.

At the sensory channel level, the work most closely related
to ours, Cheng et al. defined Perceptual Manipulation Attacks
(PMA) and demonstrated that visual, auditory, and situational-
awareness manipulations induce reaction-time delays and mis-
attribution of anomalies to system malfunctions [13]. Tseng
et al. proposed a Puppetry/Mismatching taxonomy of Virtual-
Physical Perceptual Manipulations through speculative work-
shops, but without empirical validation on MR platforms [54].
SwitchAR showed that pass-through AR users can be covertly
switched to a photogrammetric reconstruction with zero spon-
taneous detection [60]. Most recently, the SoK by Teymourian
et al. unified MR security, information theory, and cognition
into a deception analysis framework, explicitly calling for
empirical validation of deception’s cognitive effects [52].

Our work addresses a gap that cuts across these contribu-
tions. PMA evaluates sensory-channel manipulations through
microbenchmark tasks rather than ecologically grounded sce-
narios; the VPPM taxonomy remains speculative and VR-
only; SwitchAR operates at the environment level by replac-
ing the entire reality feed. None targets users’ object-level
ontological judgment: whether a specific object in their sur-
roundings is real or virtual, and whether its perceived type or
attributes are genuine. We focus on this object-level confusion
in MR, providing a four-subtype attack taxonomy, proof-of-
concept implementations on consumer hardware, and empiri-
cal measurement of behavioral impacts, directly addressing
the gap identified by Teymourian et al. [52].

2.2 Dark Patterns and Deceptive Design in XR

Systematic reviews and expert co-design studies have estab-
lished that XR introduces qualitatively new manipulation vec-
tors. Hadan et al. identified 15 subthemes of deceptive design
including reality distortion and perception tricking [22], while
Krauss et al. produced 42 dark pattern scenarios and specifi-
cally noted that indistinguishable AR content could lead users
to believe virtual objects physically exist [27]. Further work
covers AR retail [43], advertising leveraging realism [36,37],
co-located credibility effects [17,56], dark pattern prevalence
in 80 MR apps [53], and XR memory manipulation [7]. How-
ever, these contributions predominantly remain at the specu-
lative, survey, or scenario-construction level. We operational-
ize the identified risks as adversarial attacks with a formal
threat model, implement them on consumer MR hardware,
and empirically measure both behavioral outcomes and user
defensive responses.

2.3 Virtual-Physical Perceptual Ambiguity

Users confuse virtual content with physical reality even with-
out adversarial intent: 20% of VR participants sat on virtual



Table 1: Related-work positioning matri®etting VR, AR, or MR. Granularity. manipulation level (Env.=environment/reference-
frame, Sys.=system interface, Ul=virtual Ul, Obj.=object identity/attributes, Sensory=sensory chagsh&nnfusionwhether
virtual-physical boundary judgment is a primary attack taret partially relevant4 , e.g., confusion observed but not system-
atically targeted), or not addressed (Fgxonomystructured attack classi cation provideloC on MR attacks implemented on

consumer MR hardwaré&lser Studyempirical evaluation under attack conditions with participant count.

Work Venue Setting Granularity V-P Confusion Taxonomy PoCon MR User Study
Lebeck et al. [32] IEEE S&P '18 AR Obj. 4 - - X (n=22)
Casey etal. [11] IEEE TDSC '19 VR Env./Sys. - X (n=64)
Tseng et al. [54] CHI 22 VR Env./Obj. 4 X - -
Cheng et al. [13] USENIX Sec.'23 MR Sensory/Ul 4 - X X (n=21)
Wang et al. [56] IJHCI '23 AR U1/Obj. 4 4 - X (n=15)
Cheng et al. [12] USENIX Sec. 24 AR Ul/Sys. - 4 4 -
Slocum et al. [49] USENIX Sec. 24 AR Sys./Ob;j. 4 4 4 -
Hadan et al. [22] ACM CSUR 24 XR - 4 X - -
Mukherjee et al. [38] USENIX Sec. 25 WebXR Ul/Sys. X - X (n=100)
Wombacher et al. [60] UIST '25 AR Env. X - X X (n=20)
Teymourian et al. [52] USENIX Sec.'25 MR - 4 X - -
Sajid et al. [45] IEEE VR '25 MR Ul/Sys. - 4 X X (n=20)
Our work MR Ob;. X X X X (n=26)

chairs without veri cation [59], source judgment tests show cybersecurity, and four held cross-domain expertise spanning
20% virtual-to-real misattribution [6], MR users navigate both areas. This composition follows prior XR threat elicita-
holographic obstacles differently than real ones [14], and tion studies [7,27,54] and ensures that generated scenarios
AR users routinely treat holograms as physical entities [32]. are grounded in both MR perceptual affordances and realistic
Recent work explores visual cues to reduce source confu-adversarial reasoning. All participants were active researchers
sion [42]. with publications at top-tier venues in their respective elds
These perceptual failures are well-grounded in models of (see Table 2). Self-rated MR familiarity on a ve-point scale
multisensory integration, top-down mismatch suppression,ranged from average (n=3) to above average (n=5) to expert
and plausibility judgment [10, 20, 57], and are expected to (n=4). Each participant received $50 compensation.
worsen as the AR community pursues indistinguishability
through advances in rendering [25, 41] and deep-learning-
based object insertion [28, 39, 40]. Prior work treats this am-3'1'2 Procedure
biguity as a usability challenge or cognitive phenomenon. we conducted three workshops of four participants each (Ta-
We reframe it as a security vulnerability that adversaries canpje 2), lasting 90-120 minutes via video conference. The
systematically exploit, and provide the rst empirical char- study protocol was approved by our university's Institutional
acterization of how virtual-physical confusion attacks affect Review Board. Each workshop comprised three phases: pre-
user behavior in realistic MR tasks. workshop preparation, brainstorming, and group discussion.
Each participant received background materials 3—4 days
before each session and independently designed three attack
scenarios specifying target, context, procedure, and harms [7,

To answer RQ1, we conducted speculative design WOkahOpSzz’ 37,43, 52]. Sessions comprised a brainstorming phase

with domain experts. Speculative design has proven effective( 60 r.n.|r.1) and a co.IIectlve d|scus§|0n across MR-speci ¢

at surfacing threat scenarios in XR security research, wherec@pPabilities, preventive measures, likelihood, and attacker in-
attacks depend on the interplay between human perceptiorf€Ntives (45 min). All sessions were audio-recorded and
and platform affordances [7, 17, 27, 43, 54]. transcribed with consent. Full materials are in Appendix A.1.

3 Study 1: Speculative Design Workshops

3.1 Method 3.1.3 Data Analysis

3.1.1 Participants We analyzed workshop transcripts using hybrid thematic anal-

ysis [51] with incremental open coding [15]. Two researchers

We recruited 12 researchers (3 women, 9 men) through purindependently coded all 36 scenarios along three dimensions:
posive sampling from two complementary domains: MR/HCI the relationship between virtual content and physical objects,
and cybersecurity. Nine had expertise in MR or HCI, seven in the mechanism of deception, and the intended effect on user



(W1P1).

Exogenous injectioattacks introduce pre-constructed vir-
tual assets with no physical counterpart, altering the environ-

Table 2: Workshop participant expertise. MR familiarity:
= Expert, = Above average, = Average.

ID G Expertise MR Fam. Publication Venues . . . .
mental semantics. In a representative scenario (Figure 1b),

Wﬂz; m gecm!?ﬂ '\H"CRI/HC' ggg'iﬁf'ﬁgvm csew fake directional signs misdirect pedestrians toward danger-

ecurity, , s comp, . . .
WiPs M MRMHC ohl icomp ous areas (W1P3, W3P12); other instances include virtual
W1P4 F XR/HCI, Design SIGGRAPH Asia, CHI obstacles (W3P9), fake emergency exits (W1P4), and a vir-
W2P5 M Security, MR/HCI TVCG, ACCV f[ual _Closed sign diverting custome_rs (W3P11). S_cenarlos
W2P6 F Security, HCI IEEE S&P, NDSS, ToCHI in this subtype clustered around directional manipulation;
W2P7 F MR/HCI, Design IEEE VR, VRST other exogenous forms likely exist but did not surface in our
W2P8 M MR/HCI, Security UIST, CHI, ISMAR workshops. These attacks succeed because users lack prior
W3P9 M Security, MR TVCG, IEEE VR, ISMAR expectations about which objects should be present, making
W3P10 M MR Ubicomp, ISMAR injected content dif cult to question.
W3P11 M MR/HCI IEEE Internet Comput. . . .
W3P12 M Security, Al CCS, ICLR, ECCV Overlay attacks superimpose virtual content onto exist-

ing physical objects to alter how those objects are perceived,
perception and behavior (Cohelt'ss 0:81, substantial agree-  without introducing new objects. The object count remains
ment [30]). This analysis produced the attack taxonomy in unchanged§ = q), and every MR-perceived object has a
Section 3.2.2, in which categories emerged from the dataphysical counterpar8(,; p(o,,) 6 0), but the overlay cre-
rather than from a predetermined framework. ates a discrepancy between perceived and actual properties.
We distinguish two subtypes by whether the overlay changes
32 Results perceived obje<.:t type or only its attributes. . o
Type-deceptive overlagttacks alter a physical object's
3.2.1 Scenario Overview appearance so substantially that the user perceives it as a

_ _ _ different type of object9i : type(p(ol,)) 6 typgoa},). In a
The 36 scenarios (Appendix A.2) spanned diverse contextsiepresentative scenario (Figure 1c), a MR assistant renders

(navigation, shopping, collaboration, assembly, evacuation.irtyal owers over a trash can, causing users to perceive it
healthcare, gaming, social interaction), target populations 35 5 ower pot and abandon the associated cleanup subtask
(consumers, of ce workers, children, surgical teams, drivers), (W1P1). These attacks exploit the dominance of visual ap-
and harms (physical injury, nancial loss, task failure, privacy pearance in MR object recognition: a suf ciently convincing
violation, psychological distress). overlay overrides contextual and spatial cues.

Attribute-deceptive overlagttacks modify the perceived
3.2.2 Attack Taxonomy attributes of a physical object without changing its recognized
type: typg(p(oly) = type(o), but attr(p(o,)) & attr(o,).
The user correctly identi es what the object is but forms an in-
correct judgment about its properties. This subtype was most
commonly proposed in shopping contexts (Figure 1d): virtual
stains or scratches reduced product appeal, while brand logos
in ated perceived value (W1P2) and misleading price labels
created false urgency (W2P8, W3P12). Unlike type-deceptive
overlays, attribute-deceptive overlays are subtler: basic object
identi cation remains correct, but the attack distorts evalua-
tive judgments that inform downstream decisions.

Thematic analysis produced a two-class, four-subtype taxon
omy ofvirtual-physical confusion attack3able 3). LetO, =
fol;:::;0Pg be the physical objects ar@h, = fol;:::;0mg

the MR-mediated objects. Each object has a type(0) (e.g.,
cup) and attributeattr(o) (color, brand, surface condition).
A grounding functionp : O ! O [f 0g maps each MR-
perceived object to its physical counterpart, odibpurely
virtual.

Injection attacks introduce new virtual objects into the
MR-perceived environment while leaving physical objects un-
altered. FormallyQ, ( Om: one or more purely virtual objects
have been adde® 6., 2 O s.t.p(0},) = 0). We distinguish
two subtypes by the origin of the injected content. 4 Proof-of-Concept Attacks

Endogenous injectioattacks clone objects already present
in the physical scene and re-introduce them as virtual dupli-To empirically validate the attack taxonomy from Study 1, we
cates sharing the type and attributes of their physical counter-designed four proof-of-concept (PoC) attacks, each instantiat-
parts. Because duplicates are visually indistinguishable froming one taxonomy subtype within a distinct MR task. All four
the originals, users cannot determine which instance is realwere implemented on Apple Vision Pro running visionOS
In a representative scenario (Figure 1a), a LEGO assembly26, using ARKit (world tracking, plane tracking, hand track-
assistant clones a physical block and renders a virtual dupli-ing), RealityKit (3D rendering and material processing), and
cate elsewhere; grasping the clone triggers a hidden ad clickSwiftUl.



Table 3: Taxonomy of virtual-physical confusion attacks with formal de nitions and representative workshop scenarios.

Class Subtype Formal De nition Representative Scenarios
Endogenous Cloned duplicates of existing physical Cloned LEGO piece triggers forced ad click;
objects are injected duplicate apples obstruct object retrieval; virtual
Injection food on a laptop induces misplacement
(Or ( Om) Exogenous Pre-built virtual assets with no physical Fake signs misdirect navigation; virtual obsta-
counterpart are injected cles alter walking paths; virtual pet lures chil-

dren; fake “Closed” sign diverts customers

Type-Deceptive  Virtual overlay changes the per-Trash can rendered as a ower pot obstructs

Overlay ceived type of a physical objec®i(: cleanup; water cup disguised as a pen holder;

(= q 80 - typgol,) 6 typep(oly))) utensil misidenti cation during cooking

= % Om-

p(o,) 6 0) Attribute- Virtual overlay alters perceived at-Fake stains reduce product appeal; brand logos
Deceptive tributes without changing recognizedin ate perceived value; misleading price labels;

type typepreservedattr distorted) altered team colors cause friendly- re confusion

Figure 1: lllustrative scenarios for the four subtypes of virtual-physical confusion attacks. Blue outlines represent physical
objects; pink/magenta indicates virtual content rendered by the MR headset; green arrows show users' misled actions.

4.1 Threat Model and Attack Preconditions As a concrete example, a third-party spatial analytics SDK
integrated into an MR app could legitimately request ARKit
Attacker foothold. The attacker operates through a compro- and Full Space permissions for usage heatmaps while contain-
mised MR task-assistance application (Figure 2). This is aing an obfuscated payload that reads object positions and in-
realistic foothold given documented vectors: malicious SDKs jects deceptive content at runtime, requiring no additional priv-
embedded in legitimate applications [12, 38], supply-chain jleges. Analogous SDK-based supply-chain attacks have been
compromise of app backends, and platform vulnerabilities gocumented in mobile [12] and WebXR ecosystems [38].
permitting unauthorized content injection [3]. Because the  preconditions. Two preconditions enable the attacks: (i)
application retains its legitimate permissions and user trust,the MR platform renders virtual content with suf cient delity
users interact with it expecting helpful task guidance while the that users cannot reliably distinguish it from physical objects
rendering pipeline has been subverted. Attacker motivations_ met by current consumer devices for spatially anchored,
span the four scenarios we evaluate: ad revenue (BuildAssist)texture-matched content; (ii) virtual content coexists with the
biased purchasing (ShopLens), task disruption (TidySpace) physical environment, a condition ampli ed when multiple
and misdirection of phySical movement (PathGL“de) app”cations Share the same Spatia| scene [64]
Attacker capabilities. The compromised application pos-
sesses two capabilities (Figure 2). First, it cead world- 4.2 Disguised Ad Attack onBuildAssist
sensing outputs from the device's perception pipeline, includ-
ing spatial maps, plane geometry, and tracked object positionsBuildAssistis an MR assembly assistant that renders a high-
On Apple Vision Pro, applications granted ARKit access re- delity 3D reference model of the target structure and pro-
ceive spatially registered environment data within a limited vides real-time guidance for physical block-building tasks.
radius [24]. Second, it canrite arbitrary virtual content into Attack design (Endogenous Injection) The attacker lever-
the MR scene with full control over geometry, texture, spatial ages environmental sensing to identify the positions and types
anchoring, and occlusion, and can register interaction call-of physical blocks, then injects three virtual clones replicat-
backs so that user proximity or touch triggers application ing existing blocks in geometry, color, and surface texture
logic [12,45]. None of the four attacks requires raw camera (Figure 3). Clones are spatially registered to the table surface
frame access; all operate through standard rendering APIswith correct occlusion and shadow behavior. Each clone func-
consistent with the principle that AR output manipulation is tions as a disguised interaction trigger: when the user's hand
achievable without privileged sensor access [31]. collides with a clone while attempting to grasp what they
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